Installing the Gateway Role in an Existing System
Center Operations Manager 2007 R2 Environment
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Introduction

This document describes the process of incorporating the OpsMgr Gateway role into your existing
OpsMgr infrastructure. This process assumes the Gateway will be consolidating health reporting for the
systems in a perimeter network. All servers in theasfructure where this process was tested were
Windows 2008 R2, with the exception of the certificate authority, which was Windows 20032 64

SP2 Enterprise Edition. This document assumes:

1 The domain/forest in which the OpsMagr infrastructure, andtifieate Authority resides is Windows

2003 functional mode.

Opsmgr R2 is installed and functional.

The certificate authority must be able to support version 2 certificates.

The issuing CA must be Bnterprise CAnstalled on arEnterprise versiorof the Windows

2003/2008 operating system.

1 The system to be installed as a Gateway has been installed with Windows 2008, is fully patched and
is a member server in the same domain as the perimeter network servers it will serve.

1 TCP port 5723 is allowedfn the Gateway server to all Management servers it will report to
(assume a primary and failover Management server, neither of which should be the RMS).
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1. Create an OpsMgr Gateway Authentication certificate template and

add it to the available templates.

Note to carry out these steps you must be a Domain Admin and an Enterprise Admin in the domain.
Log onto your issuing CA
Open theCertification Authority MMC
Expand out the Server node so that you see the folders underneath.
Rightclick onCertificate Temphtesand selecManage This opens th€ertificate Templates
shapin.
In the Certificate Templates Console right clR8ec (Offline requesgndthen selectDuplicate
template. On a Win2008 CA it will ask you which version of template (Win2003 or Win2008...
Choose Win208). Enter the following information:
1. General Tab

i. Template display nameOpsMgr Gateway Authentication

ii. Template name OpsMgr Gateway Authentication

ii. Validity period: 5 year$

oOow»

m

! The maximum valid duration a CA can issue certificates for equates to the validity duration of its own CertificationyAuthorit
certificate (i.e. it cannot issue a cert that has a longer validity than its own cert). Also note that by default Win@0wasd20
2003 CAs issue certs with a 2 year validity regardless of the template validity. This can be adjusted in the registry. See
http://support.microsoft.com/kb/254632
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Properties of New Template E

|zzuance Reguirements I Superzeded Templates I Ewtenzions I Security I

General | Request Handling I Subject Name

Template dizplay name:

Opzbdar Gateway Authentication

Minimum Supported Cas: Windows Server 2003, Enterprize Edition

After pou apply changes ta this tab, wou can no longer change the template
name.

Template name:

Opstdar Gateway Authentication

Y alidity period: Benewal period:

I q Iyear& 'l I E Iweek$ 'I

[™ Publish certificate in Active Directan

[T Do ot automaticaly reennollift e duplicate certificate exists in Active
[irectony

oK I Cancel | Apply

2. Request Handling Tab

Check the box besida&llow private key to be exported
Enter theMinimum key sizeas1024
Click o’ { t lduiton
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a. SelectMicrosoft RSA SChannel Cryptographic provided Microsoft
Enhanced Cryptographic provider 1.0

Properties of New Template K

C. Extensions Tdb

lzzuance Reguirements | Superseded Templates I Extenzions I S ecurity

General

Purpoze:

Request Handling | Subject Mame

5.1

- - 4.1
ISlgnature and encryption j

6.1

[™ &rchive subject's encryption private key 7.1

I Inchude symmetric algorithms allowed by the subject a.1

[T Deleterevokedior expired certificates [donot archive) 7.1

n 110.0

Minimum key size: |1l324 'l n.. 1100

W dllow private key bo be exported
CSP Selection HE

Do the following v
associated with tt - Choose which cryptographic service providers [C5Ps) can be uzed in

% Errall subject

requests:

" Bequests can use anw CSP available on the subject's computer

) Prompt the us
Frampt the us ' Requests must use one of the following CSPs:

Tao choose which
[CSP<) thould be

private keyis

LC5Ps:

[ IMicrozoft Baze DSS and Diffie-Hellman Cryptographic Provider ﬂ

[1Microzoft DH SChannel Cryptographic Provider
Microzoft Enhanced Croptagraphic Provider 1.0

[“IMicrosoft Enhanced DSS and Diffie-Hellman Cryptographic Proyv

[“IMicrozoft Enhanced RSA and AES Cryptographic Provider

[wlticrozoft RSA SChannel Cryptographic Provider

[CMicrozoft Strang Cryptographic Pravider

["]5 chlumberger Cryptographic Service Provider

¥
¥
¥
¥
1§
t
i
i
i

1

i.  SelectApplication Policiesand clickedit

a. RemovdP security IKE intermediate
RR X

SelectClient Authenticationand Server Authentication Click OK

b. Click!
I

twice.

2 Some documentation states that yanust enter an OID for the cert. This is not necessary when these

instructions are followed.
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Properties of New Template 7 =]

General I Request Handling I Subject Mame I
|zsuance Fequirements I Superzeded Templates  Extensions | Security

To medify an extension, select it, and then click Edi.

Extenzions included in thiz template:

= Application Policies

= Cetifis S Application Policies Extension
(| lszuar
'=|Key U An application palicy defines how a certificate can be
used,

=

Descriptio
IP zecurit, ;I
Edi... | Bemove |
[ Make thiz extension critical |
Q. ] | Cancel | I

D. Security Tab
i. Authenticated Usershould haveReadandEnroll ClickOK

Properties of New Template 7] =]

Genersl | RequestHanding | SubjectName |
Issusnce Requirements | Superseded Templates | Edensions  Secusiy

Group of Wsel names:

€21 Domain Adwins (BR\D omain Admins]
ﬁ Enbesprise Scmins | @illE nterprize Admins)

Pemizsions fof duthenticated Users Allow
Full Control O
Read &=
O
%]
O

‘Wnbe
Erecll
Antosnioll

ooooo|s

For special pesmissions of for advanced settings, —— |
chek Advanced Adg

ﬂK|Eli:::s|IEppb|

This step should be carried out on the issuing CA (assuming there is a root CA in the
hierarchy). In theCertification Authoritysnapin rightclick onCertificate Templates
SelectNew > Certificate template to issue
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H. Find the template just created, seleit and clickOK
I. It should now show up in the right pane.
{5 Certification Authority

File Action  Wiew Help

€~ | omRER| 2mE

@] Certification Autharity (Local) Marme | Intended Purpose |
E@ 2k3-caentdl OpsMgr Gateway Authentication Server Authentication, Client Authentication
&[] Revoked Certificates Gl mirectory Email Replication Directory Service Email Replication
([ Issued Certificates Domain Controller Authentication Client futhentication, Server &uthenticatio. ..
(] Pending Requests GaEFs Recovery Agert File Recovery
i D aile Requests Basic EFS Encrypking File Syskem
[ Cortiicate Templates Bl oomain Contraller Client Authentication, Server Authentication
Web Server Server Aukhentication
Computer Client Authentication, Server Authentication
Llser Encrypting File System, Secure Email, Clien...
Subu:urdinate Certification Autharity <Al
Administratnr Microsoft Trust Lisk Signing, Encrvwpting File. ..

2. Obtain the Issuing CA's Certificate Chain

A. Logon on a management server. Open a web Brower and navightgpi//2k3-
CAENTO1/certsrv/

B. On theWelcomescreen clickownload a CA certificate, certificate chain, or CRL

ff'Microsoﬂ: Active Directory Certificate Services - Windows Internet Explorer
Ji oy = |g https: | j2k3-caen. . 'l % B[] [ X Ib Eirg 2=

T,:? Favarites | T,“Ei & suggested Sites - & | web Slice Gallery ~

(& Microsoft Active Directory Certificate Services | | ip:}f [ - [ m=n - Page - Safety = Toals » ':g"

B

Microsoft Active Direct

Welcome

Use this Web site to request a certificate for your YWeb browser, e-mail client, or other
program. By using a certificate, you can verify your identity to people you
communicate with over the Web, sign and encrypt messages, and, depending upon
the type of cerificats you request, perfarm other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate,
certificate chain, or certificate revocation list (CRL), or to view the status of a pending
request.

For more information about Active Directory Certificate Services, see Active
Directory Certificate Services Documentation.

Select atask:
Eequest a certificate
View the status of a pending cerificate reguest
Download a CA cerificate, certificate chain, or CRL

=
’_l_l_l_l_l_’%| " Trusted sites | Protected Mode: OFf fq - | H100% - 4

A. If you receive a warning clitkes

D. On theDownload a CA certificate, certificate chain, or C&ekeen cliclbownload CA
certificate chain
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https://2k3-caent01/certsrv/
https://2k3-caent01/certsrv/

E. TheFile Downloaddialog pops up. Clickesto download the file. Specify an appropriate
name and path such as\@o store the file in and clickave

F. Copy this certificate file to your RMS, all of your Management servers and to the
Gateway(s).

3. Obtain an OpsMgr Gateway Authentication certificate (from the
template created in step 1) for the RMS, each Management server and
" AOAxAU OAOOGAO jT1TA O ENOA AAOOEAZEAAOD,
difference will be the Subject Name and Friendly Name)

Note walk through these steps to create a certificéde the RMS, each Management server , and
each Gateway server. As each is created, ensure in Btgmt 'H' that the FQDN is used for the
server for which the certificate is being created.

Note disable IE Enhanced Security before attempting to reqaesrt with the below process. If
you do not disable this then the request will probably fail.

A. Open IE (run as administrator) and navigatétips://<certserver>/certsrv

ﬁ'Micrnsnft Active Directory Certificate Services - Windows Internet Explorer

@:vlg‘ ttps: j% @ || X IbBing RP-
f\? Favarites | {.5 .é Suggested Sites @ | Web Slice Gallery -

(& Microsoft Active Directory Certificate Services | | T’fﬁ ~ [ - ] = - Page~ Safety » Tools ~ '@"

|

Microsoit Active Directory Cedificate Services - 2k3-caent01

Welcome

Lse this Web site to request a certificate for your Web browser, e-mail client, or other program. By
using a certificate, you can verify your identity to people you communicate with aver the Web, sign and

encrypt messages, and, depending upon the type of certificate you request, perform other security
tasks.

Yol can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or
certificate revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Cettificate
Services Documentation.

Select atask:
Request a certificate
Wiew the status of a pending cerificate request
Download a CA cerificate, certificate chain, or CRL

=
| ’_l_l_l_l_’_’@| . Trusted stes | Protected Mode: OfF ¥ - | H00% v g

B. ClickRequest a certificate
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(.:'Microsoft Active Directory Certificate Services - Windows Internet Explorer

@:/ £ Iﬁ, https: | 2k3-caentO1 fcertsry/certrqus. asp j 4 || B 4| % Ib Bing
{3 Favarites | {.3 @ Suggested Sites + @ | Web Slice Gallery -

(& Microsoft fctive Directary Certificate Services | | & = | Eéé - Page~ Safety - Tools - '@"

Request a Certificate

Select the certificate type:
User Certificate

Or, submit an advanced cerificate request.

|

|D0ne ’_l_l_l_l_’_’%| " Trusted stes | Protected Mode: OFf ¥5 - | 100% - v

C. Clickadvanced certificate request

(j‘l“licrosoﬂ: Active Directory Certificate Services - Windows Internet Explorer

@;—: - |§, https://2k3-caent0l certsrycertrgad. asp j % RSP Ib Eing
{3 Favorites | {.3 @ Suggested Sites = @ | Web Slice Gallery =

(& Microsoft Active Directory Certificate Services | | & = | Eéé - Page~ Safety - Tools - '@"

Microsoft Ac

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following
options to:

Create and submit a request to this CA.

Submit a cerificate request by using a base-G4-encoded CWC or PHCS #10 file, or submit a
renewial request by using a base-64-encoded PKCS #7 file

-

Cone l_l_l_l_l_l_lﬁl " Trusted sites | Protected Mode: OFf g - | A0 - v

3 you do not see this option then you do not have sufficient rights to request the cert.
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D. ClickCreate and submit a request to this CAlote to use the cert request form IE must be
configured to allow Allow or Prompt for ActiveX controls and plugingou may receive a
warning like the below. If so, click Yes.

Web Access Confirmation

This Web site is attempting to perform a digital certificate
l L. aperation on your behalf:

htkps: ) /2k3-caenk0l fcertsryfcertrgma. asp
You should only allow known Web sites to perform digital

certificate operations on wour behalf .
Do o wank to allow Ehis operation?

E. Drop down theCertificateTemplatedialog and choose the template created for OpsMgr
Gateway Authentication.

Advanced Certificate Request

Certificate Template:

Administrator j

Administrator

Key Options: Basic EFS

EFS Recaovery Agent

User

‘Dpshar Gateveay Authentication
subordinate Cerification Autharity
Key Usage: yweh Server

F. In theldentifying Information For Offline Templatsection enter the FQDN of the Gateway
in the Namefield. No other information is needed.
Identifying Information For Offline Template:

TSP

Marne: |gw .dmz.local

E-Mail: |

Company: |

Department: |

City: |
State: |

Country/Hegion: I

G. IntheKey Optionssection choosicrosoft RSA SChannel Cryptographic Provided
ensure theMark keys as exportabléox is checked.
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Key Options:

@ Create new key set € Use existing key sat

Microsoft ESA SChannel Cryptographic Provider i

CER:

Key Usage: & Exchange
Key Size: |1|:|24 h’;“;;f1;g§2 feommen key sizes: 1024 2042 4006 9102 16384 )

& Automatic key container name " User specified key container name

W Mark keys as exportable
™ Enable strang private key protection

H. In the Additional Optionssection enter the FQDN of the gateway server infhiendly
Namesection and cliclSubmit
Additional Options:

Reguest Format: & CWMC O PKCS10

Hash Algarithm: Isha1 *I

Oy used to sign request.

™ Save request

Attributes: -
] 3

Friendly Mame: |gw.drmz.local

Subrnit =

I. If you receive aother warning clickfes
Web Access Confirmation

This Weh site is attempting ko perform a digikal certificate
l ' operation on vour behalf:

https: /f2k3-caent0l ) certsryfeertfnsh, asp
¥ou should anly allow known Web sites to perform digital

certificate operations on wour behalf,
Do ol wank ko allow Ehis operation?

J. On theCertificate Issuedcreen clicknstall this certificate
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ﬂ;'l\"licrnsnft Active Directory Certificate Services - Windows Internet Explorer

@:v |g, https:ll',l'2k3—caen...j|%| B || | Ib Bing e

‘ﬂg Favorites | {;‘5 @ Suggested Sites = @ | Web Slice Gallery ~

{E Microsaft, Active Directary Certificate Services | ﬁ - =[] Eéé - Page -~ Safety - Tools - '@'*

=

Microsoft Active Directory Certificate Senices -- 2k3-caent01 Home

Certificate Issued

The certificate you requested was issued to you.

Install this certificate

[T Save response

[
Dane Dol [Fg [ Trusted sites | Protected Mode: OFf [45 - [® 00 - 4

K. The next screen should show a confirmation that the certificate was issued.

Microsoft Active Directory Cerificate Senices - 2k3-caentd]

Certificate Installed

Your new cerificate has been successfully installed.

Note if you do not get a success message here then check to see whether th€ Rgett
is in the Trusted Root folder for the system you are working on.

4. All certificates issued in step 3 were imported into the user's personal
certificate store. All of these must be exported to files. Steps a - f will
open the users personal certific ate store. Follow steps g - m for each
certificate that was created.

A. Open an MMCStart >Runand type in MMC then clioRK). If prompted by User Account
Control clickves

B. ClickFilethen Add/Remove Shag Yy X

10| Page



= Consolel - [Console Root]

w fction  Wiew  Favorites  \Window
@ e CErl+-1
—  Open... Chrl+0
- Sawve CEkrl+5
Save As...,
Add/Remove Snap-in. .. CErlM
Cipkions. ..

C. IntheAdd or Remove Snams dialog clickCertificatesthen clickAdd.

‘fou can select snap-ins For this console From those available on your computer and configure the selecked set of snap-ins, For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
anap-in | Wendor | - [ Console Rook Edit Extensions. .. |
~ | Ackived, Control Microsoft Car...
uthorization Manager  Microsoft Cor.,, HEmEE |

il Microsoft Car...
li:_Component Services M?crosnft Car... Mawe Lp |
sraComputer Managem...  Microsoft Cor.,, —
..J:‘]:IDevice Manager Microsaft Car,.. Moy e Do |
=5 Disk Managerment Microsoft and. .. Add > |
E Ewent Viewer Microsaft Cor...

| Folder Microsoft Cor...
_," Group Policy Object ... Microsoft Car..,
PJ Inkernet Information... Microsoft Car...
@ IP 3ecurity Monitar Microsoft Car,..
@ IP Security Palicy Ma,., Microsoft Cor.,,
= Link ko web Address  Microsoft Cor.., ll AIEEILE

Description:

The Certificates snap-in allmws wou to browse the contents of the certificate stores for wourself, a service, or a computer,

ols I Zancel |

D. In theCertificatessnapin dialog leave the selection set tddy user accountaind click=inish
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Certificates snap-in

Thiz znap-in will alwapz manage certificates for:

£~ Service account

" Computer account

< Back I Finizh I Cancel

E. IntheAdd or Remove Snapms dialog clickOK

F. ExpandCertificates- Current User> Personal> Certificates
G. Ripht-click the certificate that was installed above and sekexqport

= Consolel - [Console Root' Certificates - Current User',Personal’Certificates]

E File  Action  Wiew Faworibes  Window  Help

4= =p | “_llj4| & 5o

XE= HE

| Cansale Roat
= ﬂ Certificates - Current User
| Personal
| Certificates
*| Trusted Rook Certification
_| Enterprise Trust
| Inkermediate Certification |
_| Active Directary User Obje
7| Trusted Publishers
| Unkrusted Certificates
_| Third-Party Roat Certificat
| Trusted Peaple
H. Onthez St O 2 at@en clichext

Issued To =
= ZkE-=5 cgil

|

FHEEBEEB

ol 2kE-semsi

Zk3-caent0l
2kA-rarntini
Open

Cuk Request Certificate with Mew Key. ..
Copy Renew Certificate with Mew Key...
Delete )

Advanced Operations 3
Properties

Expork,..

Help I

I.  On theExport Private Kegcreen selecYes, export the private kegnd clickNext
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K.

Certificate Export Wizard

Export Private Key
‘fou can choose to export the private key with the certificate.

Private keys are password protected. IF wou wank to export the private key with the
certificate, you musk bype a password on a later page.

Do you want ko export the private key with the certificate?

% ¥es, export the private key!

" Mo, do not expart the private key

Learn more about exporting private kevs

< Back. I Mk = I Cancel |

In the Export File FormatlialogPersonal Information ExchangePKCS # 12 (.PHX)
selected. Check the boxbglude all certificates in the certification path if possibénd

Export all extended properties ClicNext.
Certificate Export Wizard

Export File Format
Certificates can be exparted in a variety of file Formats,

Select the Format you want ko use;
" DER encoded binaty #5090, CER)
" Base-64 encoded #.509 (CER]
" Cryphographic Message Syntax Standard - PKECS £7 Cetbificates (L P7E]

I™ | Include all certificates inkhe cerbification path if possible

% Personal Information Exchange - PKCS #12 (PR

¥ Include all certificates in the certification path if possible

[~ Delete the private key if the export is successful

v Export all extended properties:

" Mictosoft Serislized| Certificate Stare (55T

Learn maore about certificate File Formats

< Back I Mext = I Cancel |

In the Passworddialog enter a strong password, confirm it, then chExt
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Certificate Export Wizard

Passurord
To maintain security, wou must prokect the private key by using a passward.

Type and confirrn a passward.,
Password:

Type and confirm password {mandatory):

< Back I Mext = I Cancel |

L. IntheFile toExportdialog enter a path and name such as the FQDN of the server for
example, then clicklext

Certificate Export Wizard E

File Lo Exporl
Specify the name of the file you wank bo export

File rianme:

| 2, gw.dmz.local| Browss, I

-:&acklum:l Cm-:ell

M. Inthe/ 2 Y LJX Sdiafog/cHckinish You should receive a dialog stating the export was
successful.
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Certificate Export Wizard

Completing the Certificate Export
Wizard
,-l E ] You have successfully completed the Certificate Export
- wizard.
Co” You have specified the following ssttings:
File Name cal gwa
Export Keys Yes
Inchude all certificates in the certification path Yes
File Formnak Person.

< Back Fish | Cancel |

N. Copy each certificate file to its respective serve

Before beginning Step 5 be sure that the RMS, each Management server, and all Gateway
servers have the CA certificate chain exported certificate (one common certificate file from
step 2 above) and their unique OpsMgr Gateway Authentication certificftem step 3)

located on their local hard drive.

5. Import the CA certificate chain and the OpsMgr Gateway

Authentication certificate:

A. Log onto the each server with administrator credentials.
B. ClickStart>Runand type inMMCthen clickOK If prompted by User Account Control click

Yes

C. ClickFilethen Add/Remove Snaf Yy X

= Consolel - [Console Root]

File Action Yiew Fawaorites  Window

Tt CEFlHR
Cpen... Chrl+0
Save ChE+S
Sawve bs.,,
addfRemaove Snap-in. .. |
Opkions. ..

D. IntheAdd or Remove Snams dialog clickCertificatesthen clickAdd.
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E.

F.

Add or Removye Snap-ins

ou can select snap-ins for this console From those available onvour computer and configure the selecked set of snap-ins, For

extensible snap-ins, you can configure which extensions are enabled.

fvailable snap-ins:

anap-in | Wendor | -
- #Ackivel Control Microsoft Cor...
F\uthorization Manager Microsaft Cor...
B i = Microsaft Cor...
= Component Services Microsoft Cor...
!_,A:,.Cornputer Managerm... Microsoft Caor,,, —

..J:‘,,'Device Manager Microsaft Cor...
=3 Disk Management Microsoft and. .. Add > |
E Event Viewer Microsaft Cor..,

| Folder Microsaft Cor...

_: aroup Policy Object ... Microsoft Car..,
PJ Inkernet Information. .. Microsoft Car..,.
@ IP Security Monitar Microsaft Car,..
@ IP Security Palicy Ma... Microsoft Car..,
= Link ko Web Address  Microsoft Cor.., ﬂ

Drescription:

Selected snap-ins:

[ Console Rook

Edit Exkensions. ..

Bemove

Mowe

[owe Down

Advanced. ..

The Certificates snap-in allmws wou to browse the contents of the certificate stores for wourself, a service, or a computer,

814 I Cancel

In the Certificatessnapin dialog selecComputer accountnd clickNext

Certificates snap-in

Thiz znap-in will always manage certificates for:

My uzer account

£~ Service account

% Back I Mest » I Cancel

In the SelectComputerdialog leave the setting dtocal Computeand clickFinish Then

clickOKto close theAdd/Remove snagn dialog.
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select Computer

Select the computer pou want thiz snap-in ko manage.

— Thiz gnap-in will akways manage:

« Local computer: [the computer thiz console iz running on

" Another computer; I Brawse, .. |

[ allow the selected computer ta be changed when launching from the command line. This
only applies if you save the conzole.

< Back I Finizh I Cancel

G. ExpandCertificates>Trusted Root Certificatiorr Certificates
H. Right click onCertificatesand clickAll Tasks> Import
= Consolel - [Console Root' Certificates {Local Computer)', Tru

E File Action “Yiew Favorites  ‘Window  Help

&= 2malcl=HE

| Console Rook Issued To =
= Gl Certificates (Local Computer) | 2] Class 3 Public Primary Certific
| Personal —pClass 3 Public Primary Certific

=N Tr!.IStEd Root Certification ) Copyright () 1997 Microsoft

W T R P O [ B I k

| Enterpris

= ?rnte::mji Vig b | oot Authority
ruske

= ' - |

| Untruste Mews \Window From Here Root Certificate Au

| Third-Par ) LITY ACCEPTED, ()

- Trusted | Mew Taskpad View. .. imestamping CA

; Remake [ Refresh
| Smark Cz Expart List,,
7 5Ms
| Trusked [

Help

2 1 2 R R S R R R R

I. Onthe2 St O 2 dofiadi clickNext

J. On theFile to Importdialog change the file type BKCS #7 Certificates (*.spc, *.p7b)
Browseto the CA certificate chain file you copied over and select it. ThenQptiek Click
Next.
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@(_:}x ™ Computer ~ Local Disk (C:) - v 23 | SearchLocal Disk (C:) 2]
Organize *  New Folder =« [ ©
= Favorikes Name - II:""t’""':":ht""':I ITW"
B Desktop conpan 1/E/Z010 1140 AM  Fie Folder
i Downloads cpgsystem \f8{201011:36 AM Fie Folder
- . Resent Aaces ho 182010 11:40 AM  File Folder
=) Lbraries PerfLogs 7/13]2009 10:20PM i Folder
% [ Domments Program Files 1jB/2000 11:39 AM  File folder
g Music Progra Files (x66) UBZ010 11:39 AM  File Folder
# | Pichures StorageWWorks 1/8/2010 11:37 AM File Folder
® [ videos Temp 1/8{2010 2:59 M File folder
9 Users 1/19/2000 10:57 M File Folder
= Computer
- Windows 82010 11:39 aM File Folder
= & Local Disk (C:) {8
I Cachain 1/ 20/2010 12:28 PM
- 'ﬂt Network
4] | |
File name: [CIUC hain EI IF'KCS#J' Certificates (*.sp l::“.p?la
Dpen | Cancel l
I rd

. On theCertificates Storalialog leave the default selectiomrusted Root Certification
Authorities) and clickNext.

Onthe/ 2 Y LJ Sdiafogy/ clickinish A dialog should pop up stating that the import was
successful.

. In the Certificates MMC rightclickPersonal> All Tasks>Import.

. Onthez St O 2 ofafoX clickNext.

. On theFile to Importdialog change the file type t8ersonal Information Exchange

Browseto the OpsMgr Gateway Authentication certificate file you copied over and select it.
Then cliclOpen ClicliNext
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